
	The Vaults of Secrets

	I had been called paranoid and worse things, but I would rather act quickly than risk being left behind.
I remember how I was concerned after an increasing number of attacks targeted Bitcoin owners, and all my savings were invested in the hardest money protocol on Earth: Bitcoin. 

	I had already implemented multi-signature key setups for my largest cold wallets—used only occasionally. These keys were securely stored in different offline locations, even across various countries. Over time, however, I became more interested in even more secure methods of encrypting and storing my private keys, because I’ve always believed in the mantra: "Not your keys, not your coins.

	I found this method safe, but I also remember experimenting with SSS (Shamir’s Secret Sharing), MPC (Multi-Party Computation), and even combinations of these three techniques. I was fascinated by how many whales completely ignored these advanced methods and simply focused on basic seed phrases back in the day, before the quantum-resistant upgrade.

	Inspired by the genius Richard Feynman, who in 1959 discussed the creation of objects similar to those in the microcosm, I had been intrigued for years. I wanted to build the safest vault possible for myself.
Encrypting information in DNA was not a new concept, and I had been discussing it with a small circle of trusted friends for years. I was cautious about sharing details, given the range of physical attacks I’d read about over the years. We had explored DNA-based steganography, techniques, storage media, and more. 

	Nick Goldman’s 2013 paper and his 2015 challenge—where he encoded Bitcoin private keys in DNA tubes and distributed them at Davos—further fueled my curiosity back in the day. Three years later, Sander Wuyts decoded one of these DNA-encoded keys and retrieved a Bitcoin. I wanted to do something similar but optimize it further. I had been worried about backdoors in hardware and software for years; even with my air-gapped setup, I didn’t feel entirely safe. There’s a reason I’m often called paranoid. 

	
I saw the double helix—the elegant, twisted ladder holding billions of base pairs—as the ultimate cryptographic substrate. 

	My plan was not only to encrypt private keys within DNA but also to hide them inside living organisms. 

	

	

	The Lab

	My initial experiments took place in my old test lab, where I’d been working with my sequencer and synthesizer. I had previously encoded data into DNA and decoded data from DNA, but I wanted to push the boundaries. 

	Years ago, I would normally document my work thoroughly, but since this data was so sensitive—containing my Bitcoin savings—I had never written much down. What follows is based purely on memory: my recollections of the testing phase and successful experiments. 

	First, I experimented with algorithms, especially multi-dimensional chaos algorithms. I found one that I considered highly secure, and of course, I stored the parameters and initial conditions. I tested it by fragmenting a private key into hundreds of unique shards—each useless on its own.

	Next, I devised a biological obfuscation technique. Instead of directly encoding the shards into DNA, I designed complex enzymatic locks. These lock-and-key mechanisms were instrumental. The sequence of these enzymes was dictated by the shard data, and they would only assemble correctly under specific biological conditions. 

	I experimented with various conditions—pH levels, temperatures, and cofactors—and found that the enzyme sequences appeared as gibberish without the enzymatic “key” that they produced. I recall feeling immense satisfaction with these results. While not entirely groundbreaking, this was a significant “Aha” moment: I could encode and decode my private keys using both chaos algorithms and enzymatic locks. 

	

	

	Next Level

	At that point, I was still in the testing phase, aiming to develop multiple layers of protection for my long-term, encoded private keys. 

	A friend from the DNA research community mentioned encoding data onto fused quartz to create 5D memory crystals—sometimes called “superman memory crystals.” This technique was established but not yet used for private wallets. 

	These 5D memory crystals are renowned for their durability. They can withstand temperatures up to 1000°C, resist most chemicals and cosmic radiation, and survive for billions of years. Researchers had already etched entire human genomes onto them, which excited us greatly. 

	The challenge was that a femtosecond laser was needed for writing to these crystals. I initially thought a cheaper nanosecond laser might suffice, but we opted for the more expensive femtosecond laser. Since it was costly and offered potential applications beyond private keys, we pooled resources to purchase it. 

	Although my initial idea was to use living material for my keys, curiosity drove me to pursue this approach with fused quartz. 

	I remember how excited I was when the laser arrived and my friend flew out to my lab. We experimented with data recording on various materials, but the focus was on quartz glass. The process involved marking the glass in three dimensions to create a voxel structure, with a nanoplatelet structure. By adjusting the position, orientation, and size of the nanograting´s—and controlling light polarization and wavelength, we could encode and decode data. 

	Seeing the data etched onto the crystal and viewed under a polarizing optical microscope was a “big eureka” moment. It was incredible to retrieve data from such a tiny quartz disc. We joked that we had created the perfect hardware wallet, but I remained concerned about its security—since it could be decoded relatively easily. I wanted to push further. 

	To be clear, we still store clients’ keys and other sensitive information on the discs in highly secure vaults—such as a mountain vault and an ultra-secure Low Earth Orbit (LEO) storage facility.

	
We have also implemented various multi-signature and MPC arrangements requiring access to multiple discs to retrieve their cold-stored BTC. Some clients simply want us as a backup for their hot wallets, so we use different arrangements for this purpose—what could be called a backup solution stored on a quartz disc for their daily-used hot wallets. It essentially depends on what the client wants us to do. As you know, things changed a bit after the quantum upgrade. I was personally a fan of MuSig2 and FROST when Schnoor was still considered secure, but this was before this company emerged.

	The laser-etched quartz discs continue to be part of our security infrastructure, and we have incorporated decoys and other obfuscation techniques into the small 5D structures. 

	Living Organisms

	My next goal was to improve concealment by integrating keys into living organisms. I had read about secret nanobot research by various agencies and governments, and I wanted to obscure data at a profound biological level. 

	Many might consider my methods overkill, but given the increasing threats from authoritarian regimes and the desire to preserve decentralization, I believed in “better safe than sorry.” States and politicians, driven by power, had a history of often disregarding economic lessons—Thomas Sowell’s wisdom from the 20th century about scarcity come to mind. 

	Bitcoin, since its inception in 2009, challenged the monopoly of money held by governments. They either had to adopt the protocol —buying or confiscating —or be left behind with inflationary fiat currencies. 

	I had already used DNA steganography to map my keys onto synthetic DNA strands. The next step—encoding keys into living organisms—prompted moral debates about weaponizing life itself. But for my purposes, I saw it as a practical solution. 

	Manipulating living hosts required advanced CRISPR-Cas technology. My first attempt involved inserting the key into an E. coli genome. It wasn’t easy; finding suitable target sites and ensuring stability was challenging. Nonetheless, I managed to design the CRISPR components, introduce them into E. coli, and grow the bacteria. Sequencing the genome, analysing it, and decoding the key proved easier than I’d feared. 

	This success fueled my drive to explore more complex biological hosts. 

	For example, I envisioned hiding a private key inside an olive tree. I made a setup in my greenhouse. Using CRISPR-Cas12 derivatives, I integrated the key into non-coding regions of the tree’s genome—disguised amidst repetitive telomeric sequences. The activation condition relied on a biological aging signature: the telomere shortening pattern over six months, detected via the tree’s cellular senescence pathways. The key would only assemble if this precise biological marker was present, rendering brute-force attacks or quantum decryption ineffective. 

	Later, I turned to marine life—specifically, a coral. The benefit of this test was that it would be possible to put my keys in the ocean. I thought about using bioluminescent corals where I could decode its pulsing glow after interlacing it with a private key, but since I did not had have a custom quantum reader that was able to decode the bioluminescent language, I had to go another way. 

	This new method I developed was not designed for the deep ocean but was focused on my aquarium.

	I encoded a fragment into Acropora coral, with the trigger being the spectral signature of light filtered through symbiotic zooxanthellae algae (a single-celled photosynthetic algae) at noon on the summer solstice. While cloudy weather could disrupt this, I considered it a secure method and actually still do. 

	I also set up a microbial terrarium—a small jar housing a balanced ecosystem of bacteria and archaea. The enzymatic sequences were distributed among the microbes, and the key depended on a specific metabolic ratio—an organic checksum only maintained if the community thrived in equilibrium. Any disturbance would kill the microbes and erase the data. 

	Decoys

	Having tested various methods, I began studying attack vectors even more. No system is completely invulnerable—especially as attackers become more sophisticated. The greatest threat was nanobots capable of searching for data signatures. To mitigate this, I relied on my multi-dimensional chaos algorithm, making it extremely difficult to decrypt a fragmented key. 

	I also considered molecular resonance imaging—deep-penetrating scans of my olive tree —to detect hidden data. Knowing the vastness of the genome, I optimized the critical key sequences and camouflaged them with junk DNA. 

	For the coral key, the light signature was complex and unique, requiring exact knowledge to detect. The microbial jar was inherently chaotic and resistant to external probing. 

	By analysing and mapping these attack vectors, I created what I called the “Telomere Vault”—a vault rooted in the fundamental processes of life: growth, decay, light, and symbiosis. The complexity of layered methods made it nearly unhackable. I became obsessed—using chaos algorithms, multiple media, and multi-signature safeguards simultaneously. I also placed decoys around my facility, near the “real” objects to confuse attackers. Objects encoded with junk data and funny things, that would confuse potential attackers and lead them to complex things that made no sense.  

	 

	Looking Ahead

	Since nothing remains static, and as clients showed great interest in these methods, I began developing Organs-on-a-Chip (OoC) systems. These microsystems could be designed to self-destruct if compromised, releasing neurotoxins and erasing data. I also implemented software-based failsafes—encryption locks requiring passwords, remote shutdown capabilities, and integration with other security measures. 

	Eventually, I acquired a custom quantum reader, allowing me to place coral-encoded keys deep in the ocean. I designed these to mutate over time, adapting to environmental pressures, so the key has become a dynamic, evolving algorithm—immune to static decryption efforts. 

	By the way, I understand that I will eventually pass away, so I’ve set up 'dead man's switches'—carefully crafted, timelocked transactions—to ensure my loved ones receive their inheritance. 

	What I’ve done is a reflection of humanity’s age-old practice: bending nature’s rules through science, building on the giants before me. 

	Biocryptography, or DNA of Things (DoT), has become real. Bio-encryption is now standard practice. Genetic audit trails for digital assets have emerged, at the request of clients. Biological life itself is becoming the ultimate storage facility. 

	Nobody was prepared for cryptographic keys that breathe, grow, and evolve—keys that live and adapt. 

	Biological, genetic, telomere, and optical vaults have been established for secure storage of private keys.


